Infortech, Vol. 8, No. 1, June 2026, E-ISSN: 2715-8160, Page. 48-56
Published: LPPM Universitas Bina Sarana Informatika

JURNAL INFORTECH

website: http://jurnal.bsi.ac.id/index.php/infortech/

Risk Assessment of Inventory Information Systems Using NIST

SP 800-30 at PT XYZ

Nanang Hunaifi', Phitsa Mauliana?

1.2 Adhirajasa Reswara Sanjaya University, Bandung, Indonesia

ARTICLE INFORMATION

ABSTRACT

Artikel History:

Received: 12-05-2026
Revised: 25-05-2026
Accepted: 15-06-2026
Available Online: 22-06-2026

Keyword:

Cybersecurity Risk Assessment
NIST SP 800-30

Inventory System

Risk Management

Inventory information systems are vital for automotive dealership
operations, but their web-based implementation increases exposure
to cybersecurity risks that can disrupt stock management and
business continuity. This study aims to identify and evaluate
cybersecurity risks in PT XYZ Bandung's inventory information
system using the NIST Special Publication 800-30 Revision I
framework. A descriptive quantitative approach with a case study
method was employed, collecting data through observation,
interviews, documentation review, and questionnaires from 20
respondents. The 9-step NIST SP 800-30 process was applied to
characterize the system, identify threats and vulnerabilities, assess
likelihood and impact, and determine risk levels using the formula
Risk = Likelihood * Impact. The results show that PT XYZ faces 4

Automotive Dealership high-level risks with a score of 9: unauthorized access, stock

manipulation, human error, and system downtime. Three medium-
level risks were also identified: data loss, malware/ransomware, and
DoS/DDoS attacks. Major vulnerabilities include weak passwords,
absence of audit logs, inadequate backup, unpatched systems, lack of
training, and no server redundancy. Recommended controls include
OpenVPN with multi-factor authentication, audit logging, role-based
access control, automated backup, regular updates, cybersecurity
training, and server redundancy. This study confirms that NIST SP
800-30 provides a structured and practical method for SMEs to
assess and prioritize cybersecurity risks, offering actionable
recommendations to improve data confidentiality, integrity, and
availability at PT XYZ Bandung.
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INTRODUCTION

An information system is a collection of
interconnected components that work together to
process data into meaningful information that supports
organizational decision-making (Poningsih & Lubis,
2021). One of the most important implementations of
information systems in business organizations is the
inventory information system, which is used to manage

stock data, monitor goods movement, and support
warehouse operational activities. Inventory systems are
considered critical business assets because disruptions
in inventory management can directly affect
operational continuity, supplier relationships, customer
satisfaction, and company profitability (Handayani et
al., 2023).
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Currently, many companies rely heavily on
web-based inventory information systems to support
their daily operations. However, the increased
dependence on digital systems also increases
cybersecurity risks, including unauthorized access,
malware infection, ransomware attacks, data
manipulation, and data loss. Weak security controls
may lead to operational disruptions and significant
financial losses. At PT. XYZ Bandung, an authorized
Toyota dealer, the inventory information system plays
a crucial role in managing spare parts and operational
stock in real time. Any disruption to this system may
negatively affect warehouse operations and overall
business continuity.

NIST Special Publication (SP) 800-30
Revision 1 is a widely recognized framework
developed by the National Institute of Standards and
Technology (NIST) to support organizational risk
assessment processes. The framework provides
systematic  guidance for identifying threats,
vulnerabilities, likelihood, impact, and risk levels
within information systems (Alawida et al, 2021). As
part of the broader Risk Management Framework
(RMF), NIST SP 800-30 has been widely adopted as an
effective approach to cybersecurity risk assessment,
particularly for small and medium enterprises that
require structured yet practical methodologies
(Georgiadou et al, 2022). Recent systematic literature
reviews confirm that the 9-step process outlined in
NIST SP 800-30 Revision 1 remains the most
commonly implemented standard for conducting
information security risk assessments in various
organizational contexts (Khan & Khan, 2023).

According to NIST SP 800-30, the risk
assessment process consists of five major stages: threat
identification, vulnerability identification, likelihood
assessment, impact analysis, and risk determination.

RESEARCH GAP AND NOVELTY

Previous studies have applied the NIST SP
800-30 framework for information security risk
management in government institutions, educational
organizations, banking, healthcare, and general
information systems. The NIST SP 800-30 Rev.l
guideline was originally developed as a general
framework for all types of organizations (Boyens et al,
2020). In practice, Alawida et al, (2021) reviewed its
implementation in government and healthcare sectors,
while Kurniawan and Wibowo (2021) applied it to
academic information systems. For supply chain and
inventory contexts, Chang and Coppel (2022)
conducted a systematic review, and Dutta, Das, and
Das (2022) developed a risk assessment framework
specifically for inventory management systems.
However, Khan and Khan (2023) in their systematic
literature review concluded that existing research
predominantly focuses on public organizations,
academic systems, or general manufacturing

warehouses, with limited application in automotive
dealership inventory systems.

A significant research gap exists regarding the
specific application of NIST SP 800-30 in the retail
automotive industry. The inventory information system
of an official automotive dealership operates within a
uniquely complex ecosystem. It requires management
of high-value assets ranging from vehicle units to fast-
moving genuine spare parts, while maintaining strict
real-time data integration with the national principal’s
centralized supply chain network, such as Toyota Astra
Motor. This integration creates domain-specific threat
vectors that are not addressed in general inventory risk
studies.

The urgency of this research is driven by PT
XYZ’s position in a major metropolitan market with
massive daily transaction volumes. The dealership
relies entirely on its inventory system to bridge
backend logistics with frontline customer service and
vehicle maintenance. Any disruption caused by
external cyberattacks, internal network downtime, or
data corruption would instantly halt service workflows
and result in severe financial and reputational damage.

Therefore, the novelty of this study lies in
contextualizing the NIST SP 800-30 Rev. 1 framework
specifically for the IT infrastructure of an authorized
Toyota dealer. This research provides a pioneering risk
mapping model that identifies domain-specific threats
such as stock manipulation, unauthorized access,
warehouse operational disruption, and inventory data
integrity. Unlike previous broad analyses, this study
delivers practical and actionable mitigation strategies
including VPN implementation, audit logging, role-
based access control, and automated backup systems
tailored to the automotive dealership environment.

RESEARCH OBJECTIVE

Based on the identified research gap, this
study aims to evaluate the security risks of PT XYZ
Bandung’s inventory information system using the
NIST SP 800-30 Rev. 1 framework. The specific
objectives are to:

1. Identify and classify assets, threats, and
vulnerabilities in the inventory system;

2. Determine likelihood and impact levels to
calculate risk priorities;

3. Propose appropriate  security  control
recommendations to improve confidentiality,
integrity, and availability of inventory data
and ensure business continuity.

SCOPE AND LIMITATION
To maintain focus and ensure feasibility, this
study defines the following scope and limitations:
1. Scope of Research
a. Research Object: The study is limited to the
web-based inventory information system used
by PT XYZ Bandung for warehouse
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management and spare parts stock
monitoring. The system boundaries include
the inventory server, stock database,
warehouse  application, and  network
connections between these components.

Risk Assessment Framework: The risk
assessment strictly follows the 9-step process
of NIST SP 800-30 Revision 1, focusing on
hreat identification, vulnerability
identification, likelihood assessment, impact
analysis, and risk determination.
Respondents: Data collection is limited to 20
respondents directly involved in operating the
inventory system, including warehouse
administrators, warehouse operators,
supervisors, and IT personnel at PT XYZ
Bandung.

Risk Types: The assessment focuses on
cybersecurity risks that impact the
confidentiality, integrity, and availability of
inventory data, such as unauthorized access,
stock manipulation, data loss,
malware/ransomware, and system downtime.

2. Limitation of Research

a.

Technical Testing: This study does not include
technical penetration testing or vulnerability
scanning using tools such as Nessus or Nmap.
Risk identification relies on observation,
interviews, questionnaires, and
documentation review.

System Integration: The assessment does not
cover integration risks between PT XYZ’s
inventory system and external systems of
Toyota Astra Motor or suppliers. The scope is
limited to internal system components.
Financial Quantification: Risk impact is
assessed qualitatively using Low-Medium-
High scales. The study does not quantify
potential financial losses using methods such
as FAIR or Annualized Loss Expectancy.
Control  Implementation: ~Recommended
security controls are proposed based on best
practices and NIST guidelines. This study
does not include pilot implementation or post-
implementation testing of the recommended
controls.

By defining these boundaries, the research results
are expected to provide focused and actionable
recommendations for improving the security of PT
XYZ’s inventory information system within its
operational context.

RESEARCH METHOD

This study employs a descriptive quantitative

approach with a case study method at PT XYZ
Bandung, an authorized Toyota dealer that utilizes a

web-based

inventory  information system for

warehouse management and stock monitoring. The

method follows the 9-step risk assessment process
outlined in NIST SP 800-30 Revision 1 (Boyens et al,

2020).

Research Design and Procedure
The research procedure consists of 9 stages based on
NIST SP 800-30:

1.

System  Characterization:  Define  the
boundary of the PT XYZ inventory system,
including hardware, software, network
interfaces, data flow, and 20 core users.

Threat Identification*: Identify potential
threat sources relevant to a dealership
environment, such as unauthorized access,

malware, hardware failure, and insider
threats.
Vulnerability Identification: Identify

weaknesses in security procedures, system
configuration, and internal controls that could
be exploited by threats.

Control Analysis: Evaluate existing security
controls implemented by PT XYZ, such as
firewalls, password policies, and physical
access controls, to assess their effectiveness.
Likelihood Determination: Assess the
probability that a vulnerability will be
exploited by a threat using questionnaire data
from users.

Impact Analysis: Analyze the adverse impact
on confidentiality, integrity, and availability
of inventory data if a threat successfully
exploits a vulnerability.

Risk Determination: Calculate risk level using
the formula: *Risk = Likelihood x Impact*
Control Recommendations: Propose
mitigating controls to reduce risk to an
acceptable level based on PT XYZ’s
operational and budget constraints.

Results Documentation: Compile findings
into a formal risk assessment report for
management decision-making.

Data Collection Techniques

Data were collected using primary and

secondary methods to ensure a comprehensive risk

profile:
1.

Observation: Direct observation of inventory
system  workflows, stock management
activities, user access processes, and network
usage in the warehouse and server room.

Interviews: Semi-structured interviews with
warehouse administrators, operators,
supervisors, and IT personnel to identify past
security incidents, threats, and vulnerabilities.
Questionnaires: A structured questionnaire
distributed to 20 respondents directly
involved with the inventory system. The
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questionnaire measured user perception of
threat likelihood and potential impact based
on daily operational experience.

4. Documentation Review: Review of system
architecture diagrams, SOPs, incident logs,
server specifications, network configurations,
and hardware/software asset inventories.

Instrument Validation and Reliability
To ensure accuracy and consistency of questionnaire
data:

1. Validity Testing: Measured using Pearson
Product-Moment Correlation. Items are valid
if r-calculated > r-table at 5% significance
level. Invalid items were revised or removed.

2. Reliability  Testing*:  Measured using
Cronbach’s Alpha. The instrument is reliable
if Cronbach’s Alpha > 0.60.

Risk Assessment Criteria and Calculation
A 3-level scale was used to maintain
consistency in risk calculation.
Table 1. Likelihood Scale

For each threat-vulnerability pair,
questionnaire responses from 20 personnel regarding
Likelihood and Impact were averaged, then mapped to
the 3-point scale above. The resulting risk score
determines mitigation priority.

DIAGRAM ALUR SISTEM INFORMASI INVENTORY
GUDANG SPAREPART

I T I

b B e gl | vyt

Figure 1. Inventory System Flow Diagram

RESULTS AND DISCUSSION

This section presents the results of the
cybersecurity risk assessment on PT XYZ Bandung’s
inventory information system following the 9-step

Value Category Description process of NIST SP 800-30 Revision 1. Data were
1 [Low Rare occurrence obtained through observation, interviews,
2 [Medium Possible occurrence documentation review, and questionnaires from 20
- respondents.
3 [High Frequent occurrence ’ 1. System Characterization and Asset
Identification
Table 2.Impact Scale The scope of the assessed system covers the
Value Category Description web-based inventory application at PT XYZ. Critical
1 lLow Minor operational|  assets identified are listed below.
disruption Table 4. Server Specifications
2 Medium l\/.[oderz.lte ope.rational Asset Type Description
disruption or financial loss
Significant operationall  |Hardware Web server and Database
3 [High disruption, data loss, o server with Intel Xeon Gen 4
major financial loss specifications, 16 GB memory
and 256 GB NVMe SSD
Storage
Risk Calculation

Risk values were calculated using the
following formula:
Risk = Likelihood x Impact

The resulting risk categories were classified
as follows:

Table 3. Risk Level Category

R. k A 2 R .
Risk Score IS ction Required
Level
1-3 Low Malnta1'n .ex1st1r¥g 'controls
and periodic monitoring
46 | Medium Mitigate  within  scheduled
timefram
79 High Imm'ediate corrective action
required

Operating System |Ubuntu server 23.04

Web Server Nginx

Database Server My SQL

Table 5. Evaluated Assets

Aset Deskripsi

Inventory Server Runs  the inventory
application and handles

transaction processing
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Stock Database Contains  item  data,
quantity, and warehouse
location

Warehouse Application |Accessed by warehouse

admin and operators for
stock input/output

Network Infrastructure |

Connection between
client PCs, server, and
internet gateway

Supplier & Item Data

Business-critical data for
procurement and sales
operations

2. Threat Identification

Based on

interviews

that have occurred in the system were identified.

1 |Weak passwords | Users use simple
passwords without

complexity policy

2 |No audit log System  does not
record user activity or

data changes

No scheduled
backup or
restoration testing

3 [No adequate
backup system

with  warehouse
administrators, operators, and IT staff, 7 threat sources

4 |System not OS and application
updated patches are not
applied regularly
5 |Lack of training Users have low
cybersecurity
awareness

Table Threat
6.
Identif
ied
Threa
ts

Description

6  [No redundancy,
especially if the
server is down

No backup server if
main server fails

1 Unauthorized

Access by users without

4. Likelihood Determination
Likelihood was assessed based on threat
occurrence frequency reported by respondents. Scale:
Rare = 1, Moderate = 2, Often = 3.
Table 8. Threat Occurrence Frequency

access proper authorization
2 |Stock Unauthorized changes to
manipulation stock quantity or item
data
3 [Data loss Deletion or corruption of

inventory data

4  |Malware/Ranso
mware

Malicious software
infecting server or client
PCs

5 Human error

Mistakes in data input or
operational procedures

6 Sistem Down

Service disruption due to
hardware or software
failure

7 |DOS dan DDOS
attack

Traffic flood causing
system unavailability

3. Vulnerability Identification

No Threat Frequency | Likelihood
Value

1 Unauthorized  |[Often 3
access

2 Stock Often 3
manipulation

3 Data loss Rare 1

4 Malware/Ranso |Rare 1
mware

5 Human error Often 3

6 [System down |Moderate 2

7 DOS and DDOS |Rare 1
attacks

Vulnerability — assessment identified 6 .
. . 5. Impact Analysis
weaknesses in system configuration, procedures, and .
Impact was assessed based on potential
controls. . . .
Table 7. Identified Val biliti consequences to confidentiality, integrity, and
able /. ldentihied Vuinerabiifies availability. Scale: Low = 1, Moderate = 2, High = 3.
No vulnerability Description Table 9. Impact Assessment
No Threat/ Impact Impact
Nanang Hunaifi, Phitsa Mauliana 5353
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Vulnerability |Level Value

1 |Unauthorized |High 3
access

2 |Stock High 3
manipulation

3 |Data loss High 3

4 |Malware/Ranso |Moderate 2
mware

5 |Human error Moderate 2

6 |System down |Moderate 2

7 |DOS and DDOS [Moderate 2

Malware/Ra 2 2 4
nsomware x
System Not
Updated

Medium

Human error 2 3 6 Medium
x Lack of

Training

Sistem 3 3 9
Down x No
Redundancy

High

7. Control Recommendations
Based on Table 10, 3 risks are categorized as
High and require immediate mitigation. Recommended
controls are aligned with NIST SP 800-53 security
controls.

6. Risk Determination
Risk level was calculated using *Risk =
Likelihood x Impact*. Risk category: Low = 1-3,
Medium = 4-6, High = 7-9.
Table 10. Risk Calculation Results

attacks Table 11. Recommended Security Controls
High/Medium
8 |Weak Password |Moderate 2 Risk Recommended Control
[Unauthorized Implement OpenVPN and multi-
9 [No audit log Low 1 laccess factor authentication
Stock Enable audit logs and apply role-
10 |No backup Moderate 2 manipulation based access control
Implement automated database
Data loss backup with quarterly testin
11 |System not Moderate 2 P ! o £
Malware/Ransom |Conduct regular system updates
updated : .
ware and deploy endpoint protection
.. . Conduct periodic cybersecurity
12 |Lack of training |High 3 Human error .
training and awareness
System downti Implement server redundancy and
13 |No redundancy |Low 1 ystem downtime | o ated backup

DoS/DDoS
attacks

Configure firewall and traffic
filtering/rate limiting

Risk | Risk
Score | Level

Threat-
Vulnerability

Pair

Likelihood [Impact

Unauthorize 3 3 9
d Access x
Weak

Passwords

High

Stock 3 3 9
Manipulatio
n x No Audit
Log

High

Data Loss x 2 3 6
No Backup

Medium

8. Discussion

The assessment results indicate that PT XYZ
faces 4 High-level risks: Unauthorized Access, Stock
Manipulation, Human Error, and System Down, all
with a risk score of 9. These findings align with
previous studies in retail and manufacturing
environments where weak access control and human
factors are dominant risk sources.[3][5]

The absence of audit logs and backup systems
significantly increases impact severity, especially for
data-related threats. Implementation of NIST SP 800-
30 proved effective in mapping risks systematically
and prioritizing mitigation. The recommended controls
are practical for SMEs with limited IT budgets, such as
OpenVPN for remote access and role-based access
control to prevent unauthorized stock changes.

Compared to general inventory studies, this
research highlights dealership-specific risks related to
real-time integration with the principal’s system and
high-value spare parts inventory. Future research can
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quantify financial impact using FAIR methodology to
strengthen  business justification for security
investments.

CONCLUSION

This study applied the NIST SP 800-30
Revision 1 framework to assess cybersecurity risks in
the web-based inventory information system at PT
XYZ Bandung, an authorized Toyota dealer. The
assessment identified 4 high-level risks with a score of
9: unauthorized access, stock manipulation, human
error, and system downtime. Three medium-level risks
were also found: data loss, malware/ransomware, and
DoS/DDoS  attacks. The main vulnerabilities
contributing to these risks are weak passwords, absence
of audit logs, inadequate backup systems, unpatched
software, lack of user cybersecurity training, and
absence of server redundancy. The implementation of
NIST SP 800-30 proved effective in systematically
characterizing assets, identifying threats and
vulnerabilities, and prioritizing risks using the Risk =
Likelihood x Impact formula. This structured approach
enabled PT XYZ to understand critical weaknesses in
its inventory system and determine appropriate
mitigation strategies aligned with its operational and
budget constraints. Based on risk priority, the
recommended controls include: 1) implementing
OpenVPN with multi-factor authentication to prevent
unauthorized access, 2) enabling audit logs and
applying role-based access control to detect and
prevent stock manipulation, 3) conducting periodic
cybersecurity training to reduce human error, 4)
deploying automated database backups and server
redundancy to mitigate data loss and system downtime,
5) performing regular system updates and endpoint
protection against malware, and 6) configuring firewall
and traffic filtering for DoS/DDoS protection. By
implementing these controls, PT XYZ Bandung can
improve the confidentiality, integrity, and availability
of inventory data, reduce operational disruptions, and
strengthen overall cybersecurity posture. Continuous
monitoring and periodic risk reassessment using the
same NIST framework are recommended to ensure that
security controls remain effective against evolving
threats.
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